BANK AUDITS: The Master Guide & Strategic Framework

The Foundation of Control: An independent, systematic examination to ensure accuracy, compliance, and safety, evaluating risk management and governance.

1. Concept & Framework: 2. Classification of Audits (The 6 Pillars) 3. The “Red Zone”: Advances Audit
Three Lines of Defense

A. Statutory Audit B.C i "
. Concurrent Audit (Real-Time Checks] i Dra "
S R | Authority: Section 30() Banking Regulation Act, Concept: Examination as(tmnsaction happens. 4 Bhiaself:(Pre;Sanction
First Line of Defense 1949. 2 stnufm‘ensiw high-risk transactions (é’ash & +KYC & CIBIL (<30 days, justified write-offs).
(Operational Management) N elprle kﬁgp%;ng Form Audit Report) - loans, Forex). . + Appraisal ((Realisﬁc i"w:‘& MR ma)tch)-
Owner: Branch Managers, Auditors A e, L r Value: Early Warning System (EWS). « Unit Visit (Geo-tagged photo report).
Role: Monitor sk, Set plices, define Critical Output: MOC (Memorandum of Changes) Liability: Auditor as "eyes and ears".

quardrails, monitor ist adherence. - triggers provisioning, impacts Net Profit.

Third Line of Defense C. Risk-Based Internal Audit (RBIA) D. Revenue Audit (Income Leakage) Phase 2: Documentation )
(Internal Audit) / Paradigm Shift: From Transaction to b Goal: Detect unrecovered charges, boost .+ Mortgage (CERSAI registration in 30 days) |
Owner: Interal Inspectors/Auditors (D)5 SystemiProcess Auditing. proftabity. | Limitation (Valid for 3 years, Revival Letter
Role: Independent assurance o Board/ Focus: Inherent rsk vs. control isk. Y\JN Leskage Points: rocesing Chargs,Peral

0D-3 if expiring).

‘Audit Committee on effectiveness. Grading: Low to Very High Risk. High Risk = Interest, Forex Margins, Inspection Charges,

e o n « Insurance (Bank Clause - Hypothecated).

First Line of Defense negative mark. Locker Rent. o SO SR e

(Operational Management) l

Dwn'er: Branch Managers, Frontline Staff. E. System /IS Audit F. Management Audit 3 =

;z:.a ’Oyv;r:aﬁ érmz?ee ::il;tExecu(e transactions. (Information Systems) (Strategy Focus) o Pgh:sue 3£ppo?lé2?hﬂrsem::7t| -
p o ;. Goal: Safequard “Pipeline” (Data & Technology). Goal: Check “Quality of Decisions" (Strategic). * EndUse (Proof: ertificate, nvoices)

Second il Difenss (Rk Management & Complance) AT o enal | oty Availahiligl;) '@ Seapes HOIZ0 lnele S DR pirect Payment (To Supple/Bulder. Not

Owner: FGMO/ZO/HO Specialized Departments. Checks: Password Hygiene, Access Rights, % Questions: Efficiency, HR policy motivation, borrower's savings account).

Role: Monforis. St polies define qarcais,monitor Audit Trail. product proftabilfy;

monitor adherence.

4. Critical Distinction: Negligence vs. Vigilance

Scenario A: Audit Issue (Procedural Lapse) Scenario B: Vigilance Issue (Malafide)
Nature: Negligence. Nature: Malafide (Bad Faith).

Root Cause: Carelessness, error. Root Cause: Intent to cheat, gain, bribery.
Consequence: Rectification, Memo, Training. Consequence: Suspension, Dismissal, Legal Case.
Defense: “Genuine error, rectified.” Defense: Difficult if intent found.
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), 1. Concept & Framework: The Foundation of Control

Definition

An audit is not merely a "checking" mechanism; it is an independent, systematic examination of
financial and operational performance. Its goal is to ensure accuracy, compliance, and safety.
For senior management, the audit is a tool to evaluate the effectiveness of risk management,
control, and governance processes.

The "Three Lines of Defense" Model
Itis crucial for a Branch Head or Zonall Manager to understand exactly who owns the risk.

* First Line of Defense: Operational Management (Branch)

* Owner: Branch Managers, Credit Officers, Frontline Staff.

* Role: You own and manage the risk. You execute transactions and implement controls daily.
If a fraud occurs here, it is primarily a failure of the First Line.

* Second Line of Defense: Risk Management & Compliance
* Owner: FGMO/ZO/HO Specialized Departments.
* Role: They monitor the risk. They set the policies, define the guardrails, and monitor
adherence to regulations.

* Third Line of Defense: Internal Audit
* Owner: Internal Inspectors/Auditors.
* Role: They provide independent assurance. Their job is to tell the Board and Audit
Committee objectively whether the first two lines are working effectively.



2. Classification of Audits (The 6 Pillars)

O A. Statutory Audit
* Authority: Mandated under Section 30(1) of the Banking Regulation Act, 1949.

* Appointment: Auditors are appointed by the Bank from an RBl-approved panel, with
shareholder approval at the AGM.

* Key Deliverable: LFAR (Long Form Audit Report). This is a detailed health report of the
branch covering Assets, Liabilities, P&L, and Operations. Unlike the main financial report, the
LFAR highlights specific operational weaknesses.

* Critical Output: MOC (Memorandum of Changes). This is the most critical tool for a Statutory
Auditor. If they believe an account is an NPA but the branch has marked it as Standard, they
pass an MOC.

* Impact: Reclassifying an asset triggers Provisioning, which immediately hits the Bank’s Net
Profit.

B. Concurrent Audit (Real-Time Checks)

* Concept: "Examination as the transaction happens"

* Scope: Intensive coverage. It usually covers 100% of high-risk transactions, such as large
cash handling, new loans, Forex, and LC/BG issuance.

* Strategic Value: It acts as an Early Warning System (EWS).

* Liability: The Concurrent Auditor is considered the "eyes and ears" of the management. If a
fraud occurs that was evident on the face of the records, the auditor is liable for professional
negligence

@ C. Risk-Based Internal Audit (RBIA)
* The Paradigm Shift: RBIA moves away from "Transaction Auditing" (checking if a voucher is
signed) to "System/Process Auditing" (checking if the system prevents unsigned vouchers).
* Focus: It evaluates the inherent risk versus the control risk.
* Grading: Branches are rated based on risk: Low, Medium, High, or Very High Risk.

* High Risk: Audited more frequently (e.g., every 12 months).

* Low Risk: Audited less frequently (e.g., every 18 months).

* Note: A "High Risk" rating is a significant negative mark on the Branch Head's performance
scorecard.

@ D. Revenue Audit (Income Leakage)
* Goal: To detect unrecovered charges and plug income leaks to boost profitability.
* Top Leakage Points:

* Processing Charges: Often missed during limit renewals or ad-hoc enhancements.

* Penal Interest: Systems often fail to auto-apply penalties for non-submission of Stock

Statements or QIS data.

* Forex Margins: Incorrect exchange rates applied to high-value transactions.

* Inspection Charges: Third-party expenses paid by the bank but not debited to the borrower.

* Locker Rent: Arrears and GST on arrears.



= E System /IS Audit (Information Systems)
* Goal: To safeguard the "Pipeline" (Data & Technology).
* The CIA Triad: Auditors check for three specific things:
* Confidentiality: Only authorized people have access.
* Integrity: Data cannot be altered secretly.
* Availability: Systems are up when needed.
* Key Checks:
* Password Hygiene: No shared passwords; regular changes.
* Access Rights: Segregation of duties (e.g., a Maker cannot have Checker rights).
* Audit Trails: Checking system logs for backdated or unauthorized entries.

¢ F. Management Audit (Strategy Focus)
* Goal: To check the "Quality of Decisions" (Strategic) rather than the "Quality of Transactions"
(Operational).
* Scope: Usually conducted at Head Office or Zonal Office levels.
* Key Questions:
* "Is the current Organizational Structure efficient?"
* "Are the HR policies motivating staff or causing attrition?"
* "Is the new loan product profitable or losing money?"

3. The "Red Zone": Advances Audit
Most audit objections—and frauds—originate in the Credit Department. A Branch Head must
master these three phases.

Phase 1: Pre-Sanction
* KYC & CIBIL: Is the CIBIL report recent (less than 30 days)? are "Settled" or "Written Off"
accounts justified?
* Appraisal: Is the income assessment realistic? Does the ITR match the borrower's lifestyle?
* Unit Visit: Is there a specific Pre-Sanction Visit Report with a geo-tagged photo?

Phase 2: Documentation

* Mortgage: Is the CERSAI registration done within 30 days of mortgage creation? (Failure here
puts the bank's priority at risk).

* Limitation: Are documents alive? They are valid for 3 years. If they are expiring, has a Revival
Letter (OD-3) been obtained?

* Insurance: Does the policy have the "Bank Clause"? (Hypothecated to Bank).

Phase 3: Post-Disbursement

* End Use: Is there proof the loan money was used for the stated purpose (CA Certificate, GST
Invoices)?

* Direct Payment: Was the money paid directly to the Supplier/Builder? If it was credited to the
borrower's savings account, it is a major deviation.

I1 4. Critical Distinction: Negligence vs. Vigilance



Understanding the difference between an Audit Issue and a Vigilance Case is vital for career
safety.
Scenario A: Audit Issue (Procedural Lapse)

* Nature: Negligence.

* Root Cause: Carelessness, work pressure, lack of knowledge, or genuine human error.

* Example: Forgot to renew an insurance policy; calculation error in EMI; missing a witness
signature.

* Consequence: Rectification, Memo, Training, or a negative mark in the Performance
Appraisal.

* Defense: "It was a genuine error, and | have rectified it."

Scenario B: Vigilance Issue (Malafide)
* Nature: Malafide (Bad Faith).
* Root Cause: Intent to cheat, personal financial gain, connivance with the borrower, or quid pro
quo (bribery).
* Example: Taking a bribe to sanction a loan to a fake company; discounting fake bills;
unauthorized diversion of funds to self.
* Consequence: Suspension, Dismissal, Charge Sheet, or a CBI/Police Case.
* Defense: Extremely difficult to defend if a money trail or pattern of intent is found.

(J 5. "The Smart Banker" Survival Rules

* Rectify on the Spot: If an auditor points out a missing charge, debit it immediately and show
the voucher. A closed point is better than a promised point.

* Documentation is Defense: In court , your intent doesn't matter; your file notes matter. "If it's
not written, it didn't happen.”

* The Compliance Register: Maintain a "Rectification Register." It shows the auditor you are
proactive, which often softens their final report rating.

* Protect Your Password: Never share your password. If a fraud happens under your ID, you
are liable, even if you didn't do it.



